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Password cracking: past, present, future

INTRODUCTION
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Password cracking: past, present, future
Why passwords?
* From a defensive perspective, "password" should usually mean "passphrase"
+ We proceed with "password" as a general term here
* Passwords remaln a distinct and ubigquiltous authentication factor

+ "Something you know" 1n 2FA/MFA

Passwords are widely used to derive encryption keys for data or other keys
Passphrases may also be used to derive private keys e.g. for wallets
+ Generated seed phrases are commonly used, but extra words may be added

Similar concerns and techniques apply to other hashed low entropy data
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Password cracking: past, present, future
Why crack passwords?
* Authentication - prevent or galn access to systems

+ Security audits, penetration tests
+ Access recovery (alternative to password reset)
+ (Un)authorized

* Key derivation - recover or galn access to data, other keys, or funds

+ By owner, heir, service provider, law enforcement, anyone (un)authorized

* General

+ Enhancement of breached password lists, training and test sets for tools
+ Research projects, contests, hobby, historical preservation
+ Analysis of malware and backdoors, OSINT, recovery of other hashed data
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Password cracking: past, present, future

sScenarios

* Focus of this talk

+ Offline against a local copy of hashes, traffic dump, encrypted data
+ Optimization

* Also closely related
+ Online agalnst a remote system - e.g. Hydra by van Hauser / THC (2001+)

* Not so closely related

+ Onlline agalnst a remote system with unprivileged local access
+ Side-channel inference (network or local keystroke timings, etc.)
+ Physical against a (tamper-resistant) device

* Mostly unrelated, although these may be best when they work

+ Password reset, plaintext password leak/extraction, password check bypass
+ Crack derived key directly
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Password cracking: past, present, future

Targets

* Focus of this talk 1s tools usable for authentication passwords

*

There are also tools specialized for certain other targets such as encrypted
files, filesystems, etc., but these are mostly beyond scope

Current most flexible password crackers - John the Ripper and hashcat -
are not limited to authentication passwords, so most of the information here
also pertailns to password cracking/recovery for other supported targets

John the Ripper started to gain support for what we call "non-hashes" with
Dhiru Kholia's Google Summer of Code project under Openwall (2011)

+ We process non-hash files via *2john tools, which extract pseudo-hashes

+ Some reveal the encrypted data, better ones don't; btcrecover's also vary

* hashcat followed suit and accepts pseudo-hashes output by *2john
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Password cracking: past, present, future
Optimization

* Speed (parallel throughput vs. hardware, malntenance, energy cost)
+ of candidate password generation (vs. focus)
+ of duplicate candidate password avoldance or suppression (Vvs. uniqueness)
+ of hashing or key derivation (vs. memory, storage, and reliability)
+ of matching against loaded hashes or checking for correct decryption
+ 1nstantaneous (async) vs. average until completion (have to sync)
* Memory and storage requlrements (vs. speed, focus, unligueness)

* Focus (optimal search order)

+ vs. candidate password generation speed and parallel processing

+ vs. ease of reasoning (for checkpointing, reporting, exclusion)
Targeting (custom candidate password streams per target)

* Uniqueness (no or few duplicate candidate passwords for same target)

* Feedback loops and workflow (refocus based on passwords cracked so far)
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Password cracking: past, present, future

PASSWORD AUTHENTICATION TIMELINE
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Password cracking: past, present, future

Plaintext password storage (1960s to early 1970s CTSS, TENEX, Unix)

password

Y
password store

password password store
% #
Y
compare
1s 1t timing-safe?
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Password cracking: past, present, future
Plaintext password storage (1960s to early 1970s CTSS, TENEX, Unix)

* On CTSS, '"one afternoon [...] any user who logged in found that instead of

the usual message-of-the-day typing out on his terminal, he had the entire
file of user passwords”

Fernando J. Corbato, "On Building Systems That Will Fail", 1991

The problem was a text editor temporary file collision, "early 60's" to "1965"
by different sources

* TENEX had a character-by-character timing leak exacerbated by paging

* "The UNIX system was first implemented with a password file that contained
the actual passwords of all the users"

Robert Morris and Ken Thompson, "Password Security: A Case History", 1978
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Password cracking: past, present, future
Password hashing (early 1970s Multics)

* "Multics User Control subsystem stored passwords one-way encrypted [...]
I knew people could take square roots, so I squared each password and ANDed
with a mask to discard some bits."

* After successful break by the Air Force tiger team dolng a security
evaluation of Multics 1n 1972-1974, "we qulickly changed the encryption to a

new stronger method"

Tom Van Vleck, "How the Air Force cracked Multics Security", 1993
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Password cracking: past, present, future
Password hashing (mid 1970s Unix)

* crypt(3) of Unix up to 6th Edition inclusive reused code from an "encryption

program [that] simulated the M-209 cipher machine used by the U.S. Army
during World War II. |[...] the password was used not as the text to be

encrypted but as the key, and a constant was encrypted using this key."

* "The running time to encrypt one trial password and check the result turned
out to be approximately 1.25 milliseconds on a PDP-11/70 when the encryption
algorithm was recoded for maximum speed."”

* "It takes essentially no more time to test the encrypted trial password
against all the passwords in an entire password file, or for that matter,
against any collection of encrypted passwords, perhaps collected from many
installations.”

Robert Morris and Ken Thompson, "Password Security: A Case History", 1978

@solardiz @Openwall OffensiveCon May 10-11, 2024 12 / 79



Password cracking: past, present, future

Password hashing (mid 1970s Multics & Unix)
2000s web apps & Windows
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Password cracking: past, present, future

Password hashing (late 1970s Unix)
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Password cracking: past, present, future

Password hashing (1990s BSDI, bcrypt, PBKDF2)
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Password cracking: past, present, future

Password hashing (2010s+ scrypt, Argon2, ...)
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