(Solaris for Intel Section about the Sha256 and Sha512 patch, updated patch)

http://sunsolve.sun.com/search/document.do?assetkey=1-21-140906-02-1

SunOS 5.10_x86: sha256, sha512 patch

St at us: RELEASED

Patch 1d: 140906- 02
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READ THE TERVMS OF THE AGREEMENT ("AGREEMENT") IN THE LEGAL_LI CENSE. TXT
FI LE CAREFULLY BEFORE USI NG THI S SOFTWARE. BY USI NG THE SOFTWARE, YQU
ACGREE TO THE TERMS OF THI S AGREEMENT. | F YOU DO NOT AGREE TO ALL OF THE
TERMS, PROVPTLY DESTROY THE UNUSED SOFTWARE.

Kk A A Ak Kk ok kR A A Ak kkk kA A A Kk k kAR Kk kk kR ARk hkk kA A Ak hk kA Ak h ko k kA Ak kK k
For further information on patching best practices and resources, please

see the Big Adnmin Patching Center, http://ww.sun.com bi gadni n/ pat ches/
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Sunmmary: SunGS 5.10 x86: sha256, sha512 patch
Date: May/28/2010
Install ati on Requirenents:

Reboot after installing this patch to activate the changes delivered. An
alternative may be specified in the Special Install Instructions.

Sol aris Rel ease: 10 x86

Sun OS Rel ease: 5.10 x86

Unbundl ed Product:

Unbundl ed Rel ease:

Xref: This patch available for SPARC as patch 140905
Topi c:

SunCS 5.10_x86: sha256, shabl1l2 patch

Rel evant Architecture: i386


http://sunsolve.sun.com/search/document.do?assetkey=1-21-140906-02-1
http://www.sun.com/bigadmin/patches/

Bugld's fixed with this patch:

6733782 6836636

Changes incorporated in this version:

6836636

Pat ches accunul at ed and obsol eted by this patch:

140858-01

Pat ches which conflict with this patch:

Requi red Pat ches:

137138-09 (or greater)

osol et ed by:

Files Included in this Patch:
fusr/lib/security/amd64/crypt_sha256. so. 1
fusr/lib/security/amd64/crypt_sha512.so.1
/fusr/lib/security/crypt_sha256.so0.1
fusr/lib/security/crypt_sha512.so0.1

Pr obl em Descri pti on:

6836636 crypt_sha256 and crypt_sha512 nodul es ignore rounds setting in
crypt. conf

(from 140906- 01)

This revision accumnul ates generic Sustaining patch 140858-01

into Sol aris S10U7 update.

(from 140858- 01)



6733782 sha256 algorithmincorrectly builds final salt string

Revi sion History:

140906-01 140858-01

Patch Installation Instructions:

Pl ease refer to the man pages for instructions on using 'patchadd

and 'patchrm comuands provided with Sol aris.

The following exanple installs a patch to a standal one nachi ne:

exanpl e# patchadd /var/ spool / pat ch/ 123456- 07

The foll owi ng exanpl e renoves a patch from a standal one system

exanpl e# patchrm 123456- 07

For additional exanples please see the appropriate man pages. Any

ot her special or non-generic installation instructions should be

descri bed bel ow as special instructions.

Special Install Instructions:

None.

README -- Last nodified date: Friday, May 28, 2010



(Solaris for Sparc Section about the Sha256 and Sha512 patch, updated patch)

http://sunsolve.sun.com/search/document.do?assetkey=1-21-140905-02-1

St at us: RELEASED

Patch Id: 140905-02
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READ THE TERVS OF THE AGREEMENT ("AGREEMENT") | N THE LEGAL_LI CENSE. TXT
FI LE CAREFULLY BEFORE USI NG THI S SOFTWARE. BY USI NG THE SOFTWARE, YQOU
AGREE TO THE TERMS OF THI S AGREEMENT. | F YOU DO NOT AGREE TO ALL OF THE
TERMS, PROVPTLY DESTROY THE UNUSED SOFTWARE.
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For further information on patching best practices and resources, please
see the Big Adnmin Patching Center, http://ww.sun.com bi gadni n/ pat ches/
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Summary: SunOS 5. 10: sha256, sha512 patch
Date: May/21/2010

Install ati on Requirenents:

Reboot after installing this patch to activate the changes delivered. An
alternative may be specified in the Special Install Instructions.
Sol aris Rel ease: 10

Sun OS Rel ease: 5.10

Unbundl ed Product:

Unbundl ed Rel ease:

Xref: This patch available for x86 as patch 140906

Topi c:

SunCS 5.10: sha256, sha512 patch

Rel evant Architecture: sparc

Bugld's fixed with this patch:

6733782 6836636

Changes incorporated in this version:

6836636

Pat ches accunul at ed and obsol eted by this patch:

140857-01

Pat ches which conflict with this patch:
Requi red Pat ches:

137137-09 (or greater)

osol et ed by:

Files Included in this Patch:
/fusr/lib/security/crypt_sha256.so.1
/fusr/lib/security/crypt_sha512.so0.1
/fusr/lib/security/sparcv9/crypt_sha256.so.1
/fusr/lib/security/sparcv9/crypt_sha512.so0.1


http://sunsolve.sun.com/search/document.do?assetkey=1-21-140905-02-1
http://www.sun.com/bigadmin/patches/

Pr obl em Descri pti on:

6836636 crypt_sha256 and crypt_sha512 nodul es ignore rounds setting in
crypt. conf

(from 140905-01)

This revision accumul ates generic Sustaining patch 140857-01
into Sol aris S10U7 updat e.

(from 140857- 01)

6733782 sha256 algorithmincorrectly builds final salt string
Revi sion History:

140857-01 140905-01

Patch Installation Instructions:

Pl ease refer to the man pages for instructions on using 'patchadd
and 'patchrm comuands provided with Sol aris.

The followi ng exanple installs a patch to a standal one nachi ne:
exanpl e# patchadd /var/ spool / pat ch/ 123456- 07

The foll owi ng exanpl e renoves a patch from a standal one system
exanpl e# patchrm 123456- 07

For additional exanples please see the appropriate man pages. Any

ot her special or non-generic installation instructions should be

descri bed bel ow as special instructions.
Special Install Instructions:

None.

README -- Last nodified date: Friday, May 21, 2010



